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(57)Abstract: 

PROBLEM TO BE SOLVED: To prevent illegal copying of data 
by using an illegal device. 

SOLUTION: A management center 110 generates a revocation 
list that describes a device-ID of a device in which information 
to be kept secret is exposed and sends the generated 
revocation list to a data broadcast receiver 130 via, e.g. a 
satellite 120. When the revocation list has been received from 
the management center 110, the data broadcast receiver 130 
compares the device-ID indicated in a received revocation list 
with a device-ID described in the revocation list in a CDT 
(connected device-ID table). In the case a device-ID being 
coincident with the device-ID described in the revocation list in 
the CDT is detected, the device connected via a 1394 bus 11 is 
informed of the device-ID. 
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C57) 

[ mm ) ^FiEmmtfCj: z^-z <d^je ae-t Kit -r 

^#W«WRSStifcSgBOdeviceJ[D€rB2L/c 'J tf> 

1130 x-^SWtSff 3£g 130^ <g 

a-fc>* 1 1 0WJ^->3>yx h&m&ztitc 

device_ID<t, CDT (connected device_ID table) cf 3 ^ 
tftWL/"Cl^device_ID<b*J:bKO, CQT^CC, 'J 
^3>'J.X h6CE3nriv4devic€L.IDi'&SS:T*devic 
a^fib/cit, ^£>device_I[>&, 1394^ < ^ 1 1 




(2) 



\mmmm<o >> % . Miam i ofMRg&sngi* ©jg 

<l#®4T£ti!r$g*aJIgg„ 

He. ws^^^j^j io 



t»*«3 ] Bufe#*n^©«. § e, k. arcs y x h *s 
brfe< ^z®®*mm$titcm i ©«$R&n«g©ia 

BUBf&fcX ^ j, ^TffefcS hfcHfia y * h ^ 

L-r*j< ^*««*sBS3*ifcsi i oxmsammmom 
mmnsi stitcvxb trim* &&&& ^ v vt 
waamsx f- , zrc fims tifcuwa y x ^ . gu teffe0D 

ft$BMSIISg© ^ % . ffina* 1 OfMRASUnusWofli 

2 vtmxmm&tcmmvzmmxr , y^^^ 3 
> t » - * ^ a *««-r 4 c i ^^f© i -r s »« 

fcfet^r. 

fanwcmrLrn < ^tt^^sssn/ctf (Roast 
ae©BWU»#*JE3nfc y x h *§frrssfi^K4 
BttiBSfi^atc j: o ^/ci5f2 y x h Kiasnr i» 
^Buga^gijs-^i. MiaiBtt^gtcj; <3ias?n/cmrie 

Si. 

* * c 4 * £ f ^ tt mmmmm:. 
iK©ffi$g*agg;g o 

[si^s 3 gtria y * h rct*. s?e y * h 
^g©^S*^K. 6*irfe k> . 

«Ky^nc«JD^tiru*iWE««t«t»r. May so 
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^g. 
^g„ 

i o ] «riaeas#stt. «ttstiTrt»sma 
ieis©itiBMffi^g 0 

4 c i *ttft 4 rsttsa 9 tcia«c©tt$g®agg 

l'Tfati"3"£>gBtt!X 7' 4 . 

goin»fj##*ifa$n?c y x h ^sft-rss^x^ , 7 - 
85tas<ix r 9 $ ti/csjta y x h tees *m> 

en*?! 1 4 3 Bfse©eaa8^or««stiri»* 
«Sff{cfet>r. 

B^Bte©«««aa^g©®gij S#4a6x ,j # ^ f ._ ^ . 

LTfatrrsiattxx?:7-4 J ' " 

#-^»5fa $ tvfc y x h « S fs -r •ssitx ^ » ^4 
Butasmx^., ^rawtstifciWEy x hccEstirt* 

•r 7*4 , 



3 

•j rfh. £ W.-T 5 a > ta - * 7*P #7 A£ ^{ftf 5Ci 
*»»i-r's«0«lK*. 

[ ftjJOf 15] mi ©It&MffiiSSTbMm 3 ©1f$B#i 
fufami ©1ffg*!13ilgl;t. 

tKBSK Lrte < ^tlf«*tKMSnfc«rfB^3 ©tSffl 
*SS£Sg©S83iJ#-^£inO/<:yx H^fPfiS-rSfPfiR^K 
£. 

mizotemmzft t r s«i $ tir i m am 3 <Dimi& 

. 

fjiBSff^mi: ct sits n/cmria y x h tc^ § nr i> 
■5BuiBiaisiJ#-^ £ . frffigatt^gtc «t o tats? n/cmiia 
mw* r- - ^intxDffliaaiBflw t tit®.? s Jt$s^ 

Si. 

[ m?m i6] mi (Dmma ! mmm:nm.m 3 commm 
mmmc «t n mm$ turn w&m^z -ta &c*$w 

tatam i <ommmmmt, 

wmmc lt*5 < ^tt9fR*sKM3nfcfriam3 ©it m. 
mm^omm^m^tc y x k *f&d5-r sfas* 

mfiaro&x f- 5. «t o m&<? nfettria y x h * tuiam 
2©«$R^a«goca«r *&«xt- 9 vt^m*.. 
mi am 2 ©it$8&Miigte . 

^©e^sg^rft u r jgigs s n-c i^flifiam 3 ©tiwgaa 
aas«©BWWi-«»*«8Hi.'f»f - - £ o t lett-r ia 

suiam i ©^#gMffl^g©fiufaffi^x f- x'tcj: d ii& 
? nfcmiia y x h ££frr ssfix f^i, 
mriesfixf-? ^'tc <fc o sft $ n/cgtrs a y x Kc^n 
-ct,* -Sm)iai^ij##£ . mrfaietix-r ? 7*(c«t »3 iatf.s 

hfc*WEWMS-*f.- ^l/tp©|«iBiSlgiJ##£ iOMtr 
iiuiatbRx t- » y'ic J; Sitt^^GcatESO T . Miam 3 

©tins^ffi^atcBi^bx-f ^ejn-rse^^f 

£ *<■*. & c £ £ -r & w«i«»^£. 

[ §1391 17] mi oMm$&mmm.7bmm 3 (omnm 

tiff am 1 ©tSIBMS^gii, 

ttfttKc LTia < frflffBttSM 3 titcnifflm 3 ©tf w 



(3) ^fig^p 1 1 - 2 0 5 3 0 5 

4 

^a^g©i^ij#^?:^cfc y x h j&mKTSfBi&a?- 
Bosa^x r o tifcisia y * h ^Hutam 
mriam2 ©ttfR^g^gtt. 

te^^f ^£, 

mifam 1 ©t)N$&ffiiSg©iio!a&ttx-r f Ofiffi 
miieSftx f ^*tc J: 0 -gff $ ft/cB«f a y x h iC7f;$ n 

r o » •£» Biria^ij## £ . miaf ati x 9 ^tc «t o iam s 

SitSJXf u i»^£ > 

«Ktt«x^v ^«:j:4]t«5e*«:»)£0"C. miiam3 

©tSfR&s^gttBi-^tT 1 - * *eas-r «>ei*x f 7* 

20 [0 0 0 1 ] 

(c, ^FiE^g(C <: fc^7 ; -^©^iE3f-^:Bi5±T-SC£ 
[000 2] 

30 L. t!5©lfflr7 !r -5r«rgS-r4C£*s-rtS«fc5KT 

£«. tw»«!«aiir*«iEsns^(*Wtt««4*rt>o 
£-rs„ c©«ai(ctit>r«, 1394^- x 1 i?:/M/Tdvd 

(Digital Video Disk) 7"U— +• 1 , K-ytJl-3>t' 

*-^2. ifcSttafw **{6SB3. ^-^scissmss 

40 [0 0 0 4] ilOS, C©F , 9©DVD7'U--1' 1 . 

ytJi3>t^-$2, *3d:a r 7!cSamf r ^xi'^g3© 

«. 1394-Y>^7x-X (I/F) 26^Lt, 1394 

^i i(cs^3nrt>s. cpu 2 i«. R0M2 2ccgatt. 

3ftTl,>S7"P^7AfC|£^r&fI©M3£^T 0. RA 

M2 3«. CPU 2 l #&«©jffig£^rrs±CcteovC!& 

iwt^-dt^^n^Aft <sr*aiEttr -5. . tRf^at 2 
ctoitfisan. ^-if«:«i:i9gif'P$tifc£# > *«Mftfi? 

50 Iticjfotzm^&mtlTZ. Y^-i-JZSlt. mfn&lto 



(<0 

5 

SA^tCScShr^s. EE PROM (electrica! 
IV erasable programmable ROM) 2 7tt, §£g©®g* 

FWK*2 8tt. Cft6©fcfflj*ti5K:«tto 
[0005] ^S8Sv^^^^g3 {J> CPU3 175M^ 

-+ 1 *cpu2 i nmnm'ix 2 s <bmai<D«it6 
m^©T*»), fc/dt F 10 

7* -*4 9*/rl/Tl394/-CXl lCCSg|»S*iri>S 

CPU4 1W. R0M4 2«cistg3ftrus^p^A«:S!o 
T*«©«ia4«fr4. RAM4 3CCtt, CPU4 1#*« 

*>*>A#i*ft/dI^£cPU4 lfcHttrr*J:3tefcSft 20 
f-f^* (HDD) 4 7*!gM$ntfcf), CPU4 Hi * 

c icr- * , ^ n ^ Arj . eztBrnmazzuzc ttfix 

JDT^i^^^tc^^^, EEPR0M50K 

J^C&SftTOS. ^Peripheral Conpone 

ntlnterconnect). n -X7;l^* & £- {c J: 0 «sE S ft s 

W;U51 «- c ^©£SB*fB£(c^ir*J:5{t 30 
&3ftT(,>£. 

[ 0 0 0 7 ] c ©l*iawx 5 1 tt. a— !f (est b 

rmmnxtei). ffiaRjJf _ K 4 8 K|JHeo 

A*ffittt,r. cpu4 itc-o* F-^-rsci-c i*j 
**^**J:9(ca3ftrt»*. 

[0 00 8] CfttC*ft,T. OVD^U-^l^jg^ 
E) »«tC*»t»Ttt. 2 8 3 8 tt 40 

^-if{cs?sc3ftrfe6r, fawteawwet^fftoat, 

^•fcSfC&SftTva. 

[0009] «±©«^©->^^ A(cfcc , r mtf 

«-r u t-y 3 >5tm&6m<mmmmzm^xMn?z, 

f°~ ™&l>- +ltt. DVD «>6S*i, 
fcWMf*-**, 1394 ,^ 1 1 *^(,t^g SK:£ g 
0. Sbnggtt. *ft*SfiLr«^r*. 
[00 10] 4C3T. c©4#. 50 
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6 

?Jtttt*»*S. -5-C-c. («t. c©J:-5 

&KK*V-X (source) 4firfS) tteafSf-* 



(sink) ifirrs) «. *ft*«t fflt » T 
«#^S«fc^tc-rs o *©R, jgftffll©£»tt. tg#© 
«B**iE»©««-c* &*>5*>*jhk? * fcatc r- 

**fciST4tt{c. ^©^gi©rarigE«!a^»f^ 

aiEAffltc-ot.rttiH-J-S. COBWWti; Hliec 
^tj:^c. v-7iLT®, «itttivaru- + io R 

«2 2K*«WEttSftri,»Sy :7 h^T^^o 

*AttV<- y > e» - jr 2 ©rom4 2 KEtt S ft 
cpu4 l«ttn- iV7 h^yyo^A© 

•(TftftSo 

10 0 1 2] HI 2tt. y-* (rvoyu-^D 4 
vy * (^-y^Un^h^-^2) i©W(c*»i»rtf 
*>ft«BiE©***^Lrt»i. £M)7-U-iM©EEPR0 
If iSf: I"***" ( s ^ce_key) 4 M & (has 

h) *W6K«3ftrtr»*. cft6ttt»rftfceai-r4 
7--* mwr-*) omimm^. c<dwd?u- 

* l©a~iTR:^ 6tlfc4orib9> «a-iftt EE 
PR0M2 7 ic, CfttttSStcfctf t, rfc< fe<or4 .^ 

»*C#x6ft«fc©-c*ij. C©1394M-^ 1 lr^3 
ft*S^^AJC*C»r. ^ii©fe©r*^„ hashW^ 
I*. ff.«S©A*fC*f Lr t 6 4 f , F $fctt 1 2 8 tr 

»''tt^OH3efi©y-**itl*-r4H»-C*0 y 
(-hash (x) ) *^6ftfcijp. x^ciji 
SH-C*0. *0, hash(xl) =hash(x2) 4ft S 
xl4. i20tt4«ft5 C i t i|i 45rort4 
*. l^nash^©f^^fe©4LT. W)5-?>s^ 
«tif**l6ftr(,»*. C© 1 *«tashW»Ko t >Ttt 
Bruce Schneier#© rAp plied CryptopraphyCSecond Ed 
ition),WilevJ (C» U < M&$tlX\,>Z,. 
10 0 14]-*. ^dra-CCWia^-y^a 

@^©^<J#^ (device.lD. WT. SX. id4B§I2^ 
tltZ^t^^' ("cense_tev) EEPROMS 0 
KI«f«e«*l,TVS. C©5^-fe>^^_tt nt - 
h©ID4mfcr. F©^-t^*-^ trfffcn + 

lil^^"^ (I ° ' servic ^ey) iCJtLT. has 
W**«fflL-C»6ftSfflr**. ffttoft ^Y-ir 
>^*-tt«at«3ft4. lic e nce_kev=hash(lD | s 
ervice_key) 

[ 0 0 1 5 ] ID4 LX tt, «*«1394/<* i i ojhjjc 



(5) 

7 

h ti X (, node_uni que_ID3r ffl I ^ C i #r £ -5 0 
C©node_unique_IDte, ^ 1 2 CCtjtT J: *> CC % 8^MF 

(64tf7h) rifjssft, *w©3^-f ieeet 

a- tfCC S«T 5«SKCC» L r tf^T & C i #T # -6 

6CCg9©»-^<taorC^nocte_uniqu€LJDtZ)W#* 10 

sw. tot, tcDTi45^'>r Kcot,vti -&cc im<D 

##4»fli!Jr4J:5Ccr4. $fot CCZ)node_uniqu 
UD^t *-*7-&C}6)6-?\ l^StCgft ft 
0, £*SBfcBW<Dfc©£ft*„ 

[0016] ^f*; "7'S 1 (CteUT* D>/D*7*U- 

tl©77-A^x720ti, 1394-<>£:7 x-X2 6 
4SWAPU 1394^X1 1 4^0T'<— y^;0n>b*^- 

C©ID©g#4S(rr*. Tfttofc, 1394>C>^7 20 
*-X4 9te, 1394^*1 1 Sr/M^TDVD^'U-+ 1 

U4 1 &CHWjT&. CPU4 1 (D7^>X7^-i/t6 2 
COlDB3c4Sttfc£#, *f*?:/S3K::te(,>TEE 
PR0M5 OtCfaftSnr^ilDSR^ffiL/. C*l4l394>T 
>^7x-X4 9 4;frLTl394>^X 1 l^^CVD^U- 

T\ i394^>^^^-^2 6^^^-y^;i/3>t* 
2^P6e3SSn/cIDS:SWlXSi. C<DlDteCPU2 1 T 30 
»f^0tt^7r-A^x72 OKlW&JtiS. 
[0018] 7t-A^x720^ *r*ys 5tC:fc 
l^t, A-y^;l/3>tT» — * 2;fa6{3££:gtt/ciD 
EEPR0M2 7tCl211$nrt^1f--t'^ + -4iafeO 
MSf-Z (ID 1 service_key) 4£j$U CCD 

lk= hash (ID I service_key) 

[OOlQJ^fc, X7~?y'S 6bCtol>X. :7t-A^ 
^720tt 4 Bt-^sk*£fiW4. CCDBg^ilskta:. *fe 40 
^^aV^-iL/trDVO^'U-i' 1 t'*— V^JU=r>b' 

[ 0 0 2 0 ] Xf-^S 7CCfcl^r, 7? — A ^ 

ftte, Enc (A, B) te. ttiiSI 
e =Enc (lk sk) 50 
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[002 1 ]*(C, Xf-;7'S8t ( ?t-A^*72 
0tt % X^^^S7r&SU/cHg^{bf r -^ e£'*-V 
^;ba>t'^-^2 tcsn-r^o fft*>%, CCDBg^k 
•r— £ e dvd?*U — + 1 CD1394-T a — X 2 6 
^6i394^*x l i £^OT^~y^;i/:n>t^-£2&c 

f^SQr, C©B^b^-*e4l394-f >*:7*-- 

ycs;cc7S-rj:^cca#L, ffi-sfiisk'fcij&'r&o ft 

fc. CCt t Dec (A, B) tt % ftiia5f^^;t?^A 
sk' = Dec ( license_kev. e ) 

[0 02 2] ft*5 % CCD&mm^tttetoV&Vg^it 
O7JWJXAi0tlt DES (Data Encryption St 
andard: *af s -drBf#{fca») #ftl6*lTl>£ 0 ftM 
■«#{b*3EK:oi,»Tfe % _ti$Ofc, Applied Cryptoqr 
aphy(Second Edition)fc:i$0 < ftSi»3*VCt>& 0 

[0 02 3 ]-DVD^U-+HC*Jt»r, Xf^7'S5t 
£iS;*r&*-1kte:, ^^-y^;Un>t^-^2CDEEPR0M 
5 0KlfBttSftTl,»£ (license_key) <h|H] — (Dfflift 

Tft:b*>, ^**0ffiT£. 
Ik- license_key 

[0 02 4]fi£oT k ^-y^;bn>fc^-^2CCfcl^ 
1 0ta#Ot»fc*-sk'tt, DVD^U 
-+l«Cfc^-C, X^^^S6T^atL/cBt#askil5I 

— cDfittft^ 0 Tftt>^, »a»*fiSfi[r*. 

sk'= s k 

[0 02 5] C <Z)J:5«:. DVD^U-f 1 (y-X) 
i^^-y^;0a>f^-^2 (i/>^) (DM^cfel^ 
t, H— O^sk. sk'Sr^TSCi^t**. tc 
"C, C©«sk«r-C-©S*Bf-^a<!:L/"CfflC»4^ % S>-E>0^ 

[0 02 6 ] ^-fe>X*-te v ±3iL/cJ:^CC k 

&*vci>fti»§6««:. ^-Y-fe>x+-%woro»fttr^(D 

r, skftSl^Jsk'Sr^fiErsCi^rgrft^,, 

-C, t(Df*CVD^U--^l^Bt^g|sk*ffl^TS^f r - 

* b 0t^ , -v J t;i/3>ta-^2 ^c<s^l Ltcm 
^, /N*-y^-;U=i>f^-^2^3aiEtc3>r-fe>x+- 

6, ^"-y±^U3>t**-^2^aiEftfcCD'CftCiil 

^ ag-^ilsk'^wor^ftc^-c, et$nr^/cB§ 
^b?nti^ff4f-^^t^ci«t^^ 0 



(6) 



t 0 0 2 7 ] <gtt 1 y ^;u=3 > f a _ $ 2 ^ ^ 

1 0 0 2 8 ] i c 5T\ f5J6*>ewi£«: «fc 0 ^JEft a. 
Xsk*, «i«?iiWYi:LteiB^3tr*s©-c. Bg-^rju 

[0 02 9 ] TIEz.— !f K«t 4 c «fc<3E 

-hk£H**-k:8wk: tr*s < c i#-e# 5 

[0 03 0 3 SfcltmitC. license_kev*^.°service 
Jcey*ttS3fcijr«-«S?k»4. «fc OBBK-TSfcab 20 

ft LT*j< J: 5 ccrs c £ &-e# 

[0 03 1 ] HI 4tt. y-* M ) ic*f 

[0032] C©iS^, ^^liLTOA-y^ 
>f^-$2©EEPR0M5 0(C«, ID<tL,TlDl#S, $ 
fc. ^^>**-£ UTlicenseJ<eyl*5|2tt(;*ftT 
*50. ~»i'2£LT©7£mm7 ? ^Xi'«g3tC*j^r 30 
». EEPR0M3 7 fC, ID£LTlD2*i. jJEfc, 
* - <!: L T 1i cense_key2 #f ett S tl X I > 6 „ 

[003 3] DVD7*U ^ l (y_*) iA-y^n 

©Mfflt?*i,©-c. -e©i^H^«^-r4 0 
*?t5. fLr*c. ^f»^S2iKfew, way 40 

U~ +ltt> 3 (caf^r. IDS** 

2-Cl394^>^y^-^ 36 ^ bT C©lDg3j?{f# 
* s flsSn5i, -e©y r -A^x73 0 (HI 8) 
«. ^■y»^"S2 3-CEEPR0M3 7«:EttStir«,>4lD 
(ID2) C tt£i394W 3 6 t!)> 

6. 1394^*1 l*ftLTWD7\s-* llcBm?Z. D 

vDyu-+i© 77 _ A ^ J , 72 0{$ xf .^ S2 ' 4 
BXS£, Xf^S2 5T. %St*>&«lk2«£j&r so 
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lk2=hash(lD2 1 service_key) 
[0 03 5 ] $<=>tc. 7r-i^ r2 oij, 
S 2 era**** U Xf,7'Sl BT^JjXLfcSsk 

^*'!'^S2 5T4fiS0tettik2*ffl(,»rBi-^{fc 
U "f*Wt(,fc**-*e 2 e2=Enc(lk 
2 , sk) 

[0036] -eur. xf,7's2 7r, ^t-a?* 

T2 0tt. C<Wff<tf-jie2tl394-f^*7*-^ 
2 6^61394/fxi l**t,TjiattWw;**MB3 K 

[0 0 3 7]^Jl^r^^S3(Cfe^r«, Xf, 
fkr-^e2*S«L /< 7f^S2 9t, ^Kfcift? 

L,rBf-^Hsk2 ' tsars, 

sk2 = Dec ( "Iicense_key2 . e 2 ) 
[0 03 8] fcLk©<fc5(tLT, A-vt;b3>fa- 

^2£^{8^f : ^>7^a3©-en-eti{c*jur 

[ 0 0 3 9 ] m 1 4 0ffl»ctel>Ttt, 

S3(c*fLT. **i**iflJWK:iD*»fcu ^sfSJ: 

hi 4(c^«t^Jtc«ia^f5 C 

10 0 40] I15©Ml«l«:fcora x 

f "^ S4 iT, v-^ioroivD^u-i-i^ £ 

ITS. A-- Vt ^ >t . a _ S2ifaMf ^ 9gg 

3tt. fhfti7f^S42iXf 7yS43T C 

4 4 SfcttXf , y S 4 5 T. EEPR0M5 0 4fc«EEPRCM 
3 7Ki3tt3ti-Cl»SiDl«)ftta:n)2*R*tUL, Ctl 
SrDVDyu—f 1 KfijiTi. Dvoyu— i M zt- v 

^S46iXf,^S47T. cheoiDs^k-pn* 

[0 04 1]wD^-tlKfc W tt, $6(C^x-^ 

Ikl =hash (ID1 J service_key) 
[ 0 0 4 2 ] 5 6«C. Xf,^S49 (C*Jt,^r 
6BS-«ilk2*^fiSSt l s. 
1k2=hash(lD2 J service_key) 
[0 04 3] W07\s— 1» 1 tetetvctt. $6(CXr-^ 
7-S5 0-C. Bf-^lslo&i^sn. Xf, 7 'S5lT 

e 1 =Enc (Ikl , sk) 
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[0 044 ] £e>&C, Z^vy'SSZlCto^XU. et-^ 
e 2 = Enc Ok2 , sk) 

[0 04 5 ] ?:/S 5 3CCfcl^T«, ID 

1 . el. ID2 . e2^ ^ft^^XjZX9K?£ 
&2ftX. Bg^bf^^e^J&^ft^. 
e = ID1 I e 1 I ID2 I e 2 

[0 04 6 ]tM)7 , u-timirtt 3e>tc*-r* 

[0 04 7 ] ^-V^;b:n>t'^~£2 * 

siskr , sk2' ifi&isistiz. 

ski ' =Dec (license_key 1 , el) 20 
sk2' = Dec OicenseJ<ey2, e2) 
[0 048 ] ai6lt l^^^^M^-ex 

;bn>t"^.-^2«, tiBkOV'f'kl'X*- (license^ 
keyl, "Iicense_key2 , licensej<ey3 ^ EE PROM 

5 occfattun^o v— it©cn/D^u-+ 1 

tt, ^©EEPR0M2 7tClS»CD1f-tf^+- (service_ke 
yl . service_key2 , service_key3 & £ ) £iBtiLT 30 

8 2*C\ C*T,£^fib/e<f:#, EEPR0M5 0 CCiatSStlT 
^Stttt©^^**-©***^ CCDservlceJCD^C 

££H«T*£. 40 
[ 0 0 4 9 ] H 1 7 tt, $ 66Cffi©«iaW**l/ri* 

ft. *€*<DEEFR0M2 7 GC, service_key, hashRffifc* fcj: 
EEPRCM5 0 GCte, «ffi««^6^*6*lfclIX LIC L 

a. 

[0050 ] uctt, »fHl«^ffiUfcj.i-^ttSL» 50 



#gf!¥ 1 1 - 2 0 5 30 5 
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LK * = G ~ - 1 (R) 

R = pRNG ( H ) (+) pRNG(LK) 

H = hash (ID 1 service_key) 

[0051] g " - i ( " iz^m&mkTZ) 

[0 0 5 2] S{H&£&£HttU. ^h"^7 

[0 0 5 3] DVD^U-tl©7 7 -A«>xr2 0^ 
gftKCXT^^S 1 0 1 CCfcUT, ^-Vt;l/3>ta 
-^2(D7'{t>X7^-i/+ 6 2CC»LTID£rg3jc-f 

62tt, Xf^S 1 0 2TI«3R«#*5WKSt, 
EEPR0M5 OCCEttStlT^SlDtK^HlL, Xf^7'S 

f l©7r-A'i;x720(t Xf^7'S 1 04TC(D 

iotswKSi, xf^s i o 5r^*sorra. 

H = hash (ID I service_key) 

[0 054] 3 7T-A>)*720tt, Xf'^7' 

S 1 0 6 r«skS:£j£U Xf ? 7*S 1 0 7 "C&SCtai 

e =sk ( + ) pRNG (H) 

[0 05 5] ttfc, A (+) B«. A(bB<DgffteW8&S 
[0 05 6] -Tttto-fe, ©ffil^>^A^+- P RNOCX 

t^ ^'s i o 5r*^/cH^A^-racirif 6ti/cig 

S, PRNG(H) <h, Xf-?ZfS 1 Q6"C£*?XU/cSiskGD 

[0 05 7] Xf^7'S 1 0 8T\ ^t-A^?^ 

[0 0 5 8 ] /*~V*;U3>tf»-*2CC*st,>Ttt. X 
f-v^S 1 0 9TCft£^ff U Xf'^'S 1 1 OX. 

sk'=e ( + ) G (LK') (+) pRNG(LK) 

[0059] -r&*>% % DVD^u-+i^6eaistir 

#fce» EEPR0M5 0CCiEttSnri^BB»[GK:, 

EE PROM 5 OtCggttStirti-SLK'SriSfflLrffetlSffl 

G ( LK' ) v 2£Wt\ EEPR0M5 0 KlSEtSS flTl > S UC 1 

^pRNOC^fflLrff ^n^SHpRNG (LK) (DSfffeW»3ffi 
WfcSffltU ilsk»£f#£ e 

[0 0 6 0] CCT, ^tC7R-r<t^«C % sk=sk , i«c 



) 



<LK') ( + ) pRNC(LK) 
pRNC (H) 
pRNC (H) 
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sk'=e ( + ) G 
= sk ( + ) 
= sk ( + ) 
PRNC ( LK) 
= sk 

ffl-<Dmsk, Sk'^WTSCi^-rtS. LK. LK'Srft 
^JEfC. LK, LK'fcft^iOTfeftSCij&STStt 

[0062] «±JC4jt»T». y^t->^«:fcUT 
sSSEfcff 5 J: 0 fc U tc tfi s m*. y n > t - a. - 

f 5 ASK . «m»*6i*TiI*»fc fcOT* 5*^^ 
*«?&J-4iifSB***4. fCT, gH2(CStJ:!>(c 

ioiBHctonrfe. _h&OfcJ:5K:. gSSEteS^ff^ <fc 

mcttsc c©*§^. 5-r-fc>x-7*_-y 

[0 06 3 ] ^(c. em©* ^ . mmm^ntc 

n>xmm? s. 

[0064)il8(CSt±5(C, WWU~M. * 
St 1 tt:£fi8tl7 f .t*2>$§K3©<fc5K: l f*3gU©«fig#s- 
FKIBttSjhT^&OiBItCfc^-Ctt. 1394^'a 
1 1*^-1/ ■CSS$tlSf s -^©Bf-^ft<i:S#©«Hl 

■r> 3 >f-Si^-i«sSl,>5h^, C©-fe-, 
fa>+-Si^E+-i (iE*«:tt % B#a+- i 44 

0$W17 7 -A9i730*6, 1394-f 

2 6*fctti394-f>*7x-X3 6{C«»3tiS. Hz* 40 

«. iieLfcisiEccfcL^r^^nfcBi^iisk ( = s 

k' ) ©BFrS© f v h &©±ft h* h iT{4 b* |» fcj: 
^>a>*-Stt. -fesri/ a >§K lO©R 



(8) 
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( + ) R ( + ) pRNG(LK) 
( + ) pRNS(H) (+) pRNC(LK) 



( + 



10 



30 



[0 08 5] l>«, V-ZtLX<DOW?[s-+ifrti 

wtTfotis. ftm&7<zt>m&3icts^xtt, 1394-c 

- i &m^-cmmmm7t>tiz. 

[0 06 6 ] CHiCldbX, rt-Vf)\,u^V*-z 2 

*-s©5%. *ntttt*-ss*r:/y*--^H>»B l 

- i *£)£-f-&fc«>©*- i ' ) £1394-0 ^y*-* 

49 (c«^-rs„ -et-c, 1394-0* y 

- i B#S+- i *fflt»Ttt-^#t?ftoti. 

s) *fflfc»ra#^ft>tis. 

[006 7] c©«fc5K:. A-v^jbrj>b- a -4r2{C 
T. _ 1394-f >^7x-X49(CJ;i9Il S^©a#fc*lt 
-^3>a56 1 K*JL»T. $6(cm2gtRC!^[#«ff 

[0 06 8] 

[SWK9iLJ:5itSSIi] L^0^S6. «±© 

-^x>^-ry>^©f»je.*>©«is*!te$tx 

[0 06 9] *»HttC©J:9ft«a«Ui#TaShfc 

^1440 S J: ^ (CT t><DX$> 
[007 0] 
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*s < ^mm^mmz titcm 1 (ommmmmm^mm 
cfcomssftfcyx h*. ffe©tWR&3£Sg©5^. m 

[007 1 ] l»*^4 CCggtg^tffSMS^iStt^ ffe©t» 

m§ n/cm 1 (otfmwsmmfDmmmfi&ztitc y * 
ttv&uto* 2 ©ft $s«ia^g(cj^t-r sa#* f- 9 v 

[0 07 2] Ita&9t5 KIB«B<Dtt0HKtttt. ffe©tiWgSZi 

* h *. (te©ttfg^ffl^g© 5 % . * 1 ©titSRMSgg 
2 ©m$8®S^gtcJi«T.2>ti«^7- 9 :/£ £ 

[0073] !t^6 tcgaiS©tiM8#ia£SgB:> ffe©m 
tifcflWMa®6B©«)i»-«w«jE 3 n/t y x h 

#a«:<fcSJtl«S*«:*ne:iyr. B§-5§{b-r-**ffe©t» 

[0074] nt&g 1 3 Kiatg©ft?g®s^a«. ffe© 
flWMBB^OWOS^iliffll*^^- 7* £ V riatS 

RMsnfcts««a®ils©asij»-^*sffi3ti/c yxh§ 

x k ccia 3 nt i » 2>m'J## £ . tan* f - ? ^r-geti 3 

f ? y't . tblxx ^ 9 SittS^^tcSfifjs or . 
eg^Lf 1 - * £ffe©tf? fSMs^atce^-r aetx^ 9 40 

[0075] n«3i 1 4 K!am©ffi««tttt. ffi©t»$R 

3ftfctim&3£Sg©^Wf *sgB3*xfc i; * |. £§.fi 

{ciB3nrt,»-5msij##i . tattx-r ? crisis 3 ftfc 
?'£, ltlBXT-^ccfcwsJt^^tcmL/r. Bf-sf 



^H^l 1-205305 
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£3rr & n > f * - * 7'a ^ a £t§#t-r ^ c t 

[0 07 6] Ht^ 1 SCCfBiBOIffRMil^X^AW:. 
» 1 ©tff$RMS^g*s. tfcBBSK: ltfc< ~t#f»$R#s^ 

m 3 n^ssr 3 (Dmm&mmmvmm^* muitvzh 

h £lf? 2 ©t»#R&Hl&gK:«grf £ . 

m2©tt$R®a«s*s, /tx«^-urttKsti-ctr»&tt 
3 (Dmrnmrnmomm^m^m^y— y^tox: 
Ei*-s-sett*a<t. ^ i ©it$s^s^g©^«#atc 
«fc 9 3 ftfc y x h s «« £ . s<i*a 

«:«fc9S«3n/ty* hCC7n3iiri>saiS!l##£. IB 

m^mc£ o iatt3 n/c8ag«#f — ^h^©i^ij## 
£ * tbid-r £ . m&^mt <t -5 tb^mccst 

(Si#S£ c £^^£ T&„ 

[0 07 7] n«3n 1 6 tCf3f&©«#R#«l;£&«. fH 1 
©1t$6MffiilS^\ Sf?S1i«:urte<^#1t^3&JSM3 

fiSrr s^fiSxf - » 7 - £ . {tj&xj-v y'vitftzztitc y x 

h 2 ©1t#RMffi^SCCSiPs-r S^«X 7=- -^-£ gfl| 
m2©tSIRMffi^g*5 i >-%*X$r/M,TigiK3tir^ 
5* 3 ©tf fgMS^g©^iJ#^=&li!5iJ##7— £ 

l -ciatrr siaffix 7~vzrt> mi ©ttfs^s^g©^ 

s<f * f- §ff § n/c y x Kc^3nr 
(,>&t&J3ij#-5f £ . lattxr- » 7'natt.34i/c^ij#-§-7 : - 
- -fiWKDWsm* £ *Jtiw 4 tmzr wl, m$ 

xt-vzHc tew Stb8SttHltc*t j£ Lt. 13 ©t»$gMS 
c£^8t£-rs. 

[007 8] it#^ 1 7 CClB4£©M#tj«^tt, M-SStC 

or *s < ^ ^tt «*ssm3 n/c^ 3 ©tt$SMasig©^ 
trssRxf 9 yt m 1 ommmmmmitc 
?—y>i>tLx matr ^§ait.x 9- 9 v t , mi ©tt $ 

Si!g©MttX y 7"(C*il^r ^3 *x/c y X h 

r^^fix f 9 y't . sit » ^r^ft 3 n/c yx h 
(c^3tirti5SSgijs-^£ < tatsxf- 9 7 - r-gatt3nfc 
MISUSE'?— ^iHt>©MWU»# £ ^ib^T -5. tmz r 9 
y't, tb®X7 v 9 7 , tcteW5Jt®ite*{c*fjt;or. f£3 

©1f^S^gCCBg^bf r --^?:ejt-r-5>{£iMX7- i. 7" 
- i? n y 7 A £ ?rS«-r B C £ £ T S . 

[0079] ss*^ 1 tcie»g©tti6toattg. fSa<314 
fciatg©itisMs*ffi . *? j: um^m 5 tc iasg©ti«^ 
tttcfcc^rii. flfectf^a^g©^^, M-®a«:{iS 
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<* titc y * y s *i, ftts. s n/c y * k 
a*. ffeom^Bsaa^s©^^. * i offlM&ssAgMi- 

©SB 2 CD«$g«lS^gtcSflt$ n^. 
[0 08 0 ] m#3B6 «cfB48©«*BAassa. sssai i 
3 tcKttOtlWMHKSFffi. *J«fcCfll#JHl 4K:fB»t©II 
WKfcl,»t tf . ffeOtt$Bffiil^acDiaSiJS^*5tiS»iJ 

[oo8u n>m i 5 ocfat8©itfR^a^x7- a. it 
mm i 6 tciB*e©t»#8^s^ffi. *j«fcw»jja« i 7 (tie 

t, *i!«accLr*5<^^ttfR*J^MSft/c^3©tffg 

«j®sis©^ij»#*^i/fcy^ h*sfpfissn. fHsss 
titc y x h ans 2 omffifeSKgtcttfts n, JV 2 ©tit 
fesan^gccfct^T. /<x%/i-Lrssttstir«,»iiB3 20 

©tf «teS£gB©!$SiJ##rti$5Ji|#-97 L - OTIB 
[0 08 2 ] 

[fS9!©JIJ6©J£flg] JUlTtC*^©^©^®*^ 
^«*©ffiH{cfa«©#gW©&^©<!:JitT© 
^Sfe©Jf^i©^t£:B8M'&^e>3!»CC-r€>fc*K: > 30 

L£/l»%t©fBi8tf. ##IS4iBtSL//c^©{CK5£-rsc 
[008 3 ] at*q| 1 (CiB*g©tiN8M3&gtf . fl6©W 
MS intcm 1 ©tt«4!!LJE£Sg©i$53iJ*Sf tflB § y x 

h &m£-r *ffji£^s cm tf . 0 1 © y ~> a > 

* V £ . ffe©t»$R«iS«g© 5 . * 1 ©tffRMSHg 40 
«^©m2©1f$S®ffi«g(cj|«-r€»ffi^#l9: («*. 
tf. 0l©iM<18Bl 12) £Zffiz.2>ctZ<tmt-? 

[0 084] gf«^2CCiB3iS©tif?8«iffi^g«. <^fiS.^ 

fftra-rsttjjn^ig (mtf. si©'j^-v 3 >yx 

hfEtiffltl 1 1) *3e>tC«*.4Ci*1*«(!;-rS. 

[00853 «*^6 tctBi8©it?g«aa^gtf. 

SIBtS^S (0dx.tf. H1©EEPRCM1 34) i. 50 
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B10?»-tl32) £. S(f#S(cj:0§fiSnfc 

yx ncEsnrt»sBBO»^i. Ktfc^&K:«fc»3Elt 
3 *ifc.3M3«#-sf ^- >On*J©SSJ5iJ#-^ t *it*W Sib® 
^© (Wlxtf. B5C^f?7'S207 ) <t. JtSS^g 
tciStb&lgmccatiSOT. Bg-^fb^-^^ftecDtSfg^ 

mm&ic&m-? 2>eiM#^ b 1 ©1394-0* 

[0 08 6] M#g 8 CC8BiR©t»*BMS$Sgtt. >J X r 

(ctttms timzmzzm^x, yx r#uE*i©&©-e 

7"S20 5) %3 6«:liiSc<t%q#aiTi. 
[008 7] m*mQ {CiB*g©t»fS^Ili|g«. tb&# 
SOJtKtDIS*. 'J * r 4><DNMM»9 £ ^IScTSISSiJS 

[oo88]ii». xftw&mmi'tcmmwmi'XT- 

B§f-So c©«fiSW«:*5t>r». ©a-fe>* 1 1 Ott. 

^FiE^g©tSD3lJS#*5gBiS$n?c 'JXF ( revocation 1 

1st: y*>-^a>y^h) tffifltrsu^-j/a 

> y ^ rfFtSSB 1 1 1 £. y > a > y X hf^SP 
1 1 HCfcOf^gSlStlfcyjJO-^a^y ^ h^rTV^ 

^-i i3*^-i/ra«trsaMi»i izttczvmmz 

[0 08 9] y #*r-^a > 'J X hfPfiSSB 1 1 1 tf. if 

5£©Jgtfc*jc>T'ga5nrt,»sftfB©SM*si6S:L/fc 

tio- -?-©ilg©liSiJ#^ (device_ID) ?r^iE^g©d 
evice_ID£ LTiBL/c 'JXf- ( y > a > y 

(revocation list) £f*-rS) ^Eg-TS. $ 

y^—>3>y^ hfFfiSgpi i i y#*-jx 
a>yx h%fP(RL/c*)©*swffl-fe>* i lomc 

t*m?m% (mtf. ^^Bt^fflCi/cx^fJl'S 

«) £*ofR0Ei^iai*. ^fdcL.fcy*>-^a>yx h 
h ^swax-o/ciigtcisv^r. *© y > a >y * 

h * 5 iBi© fe©-C* •S>©*iS* i ©fe?liE©BgCcfflti hti 

-So antSPi i 2tf. mfe<v%4 5>yr-. y 

a>yxH^g[51 1 l(C<fcOfPfi£$tl/cy*:>— >a' 
C©$-Y 5 >d/«. Wx.tf. l *^{c— ffi©S»3ff5&fc 

©r*><t^o. «Atf. ffi©igg3t»^s*3&s*-9 

[0 09 0] fl-b>* 1 1 0*>63iflrStlfcysK^- 

5>3>yxh«. «ajx.tf^si 2 0 4M,t, fte©^g 

<t>*©»^. ^-fffiiMgff^gl 30) (Cti«$ti 
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[009 1] T-zmm&mmaisote, i394j>* 

y l 3 8£r/M>-ci394^x i i tcsa&strci* 

•fe>* i i ofrhffimi 2 o^ur^ft 
^3>'^ H£§ff U cpuI 3 3^^^^^^^^: 

&£*Vtl>£ 0 CPUl3 3ti. R0M1 3 6&tfBtt£*lTl> 
^ 7*P ^7 ACCfif o t SiOMl^^f I , RAMI 3 7 

cpui 3 3&&momm>knft?z>±tcte\,>xt£^ 

* (hdd) 13 5tt r~£$/ete:/n^Aa<*:£lE 
PR0M13 4W:, *l«fl[)«iB*7afelBlST4!^«cr)&S 

«casnri^. rtSB^x 1 3 9«, cft£><D<§Sfl£:tB 

[0 0 9 2] &t$. dvix/U— ir 1 % A-vt;^>t' 
[0 0 9 3 3 ccr, 1394^x1 ncgsftstirc^ss 20 

*«tK:H\ *n*tlJCHW©»gO##r * S devi ce_ID 

node_unique_ID) ^6nrt^ 0 
&§£S<Z>5%, X-^S^Sif^gl 3 0, a/rc/U- 

a*a^t§^ ctihvmmzmbuxm&mmm 

tUi&TZ) tt, 1394^X1 1 */M/ra»CC««fcSti 
Tl>&ME (ftttWCCi*, j£. ^-^(Dfc 

i*£tT^fctB^<D§£g) <Ddevice_ID^fBStiSa»0# 30 
-^f*— (connected devlce^ID table : tTF, CDTi 
i&fST&) Witt. ^ft^mcp^lT&EEPROM^ 

r- zfom&mmmoim^, eeprcmi3 4 

rt) ©WS©««5CJB:ft0Tl>* o ate, S^MCD^ 

f£2ST€>igfflE*Mi (^tfe, cn^oKfEatSTfej: 

*tT5RCC, *B*JgB<DdeviaLJD*A*U ^ti 
J:5Cca§*TCl>£ 0 

[0 0 9 5 3 ^-^fe^Sff^g 13 Ott, 1394^'Xl 
1 S tit t^cne. 0D£ H^OD devi ce_JD£ tcltt 
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94^*x l l CC«fcft«|^iiaifcttSB»siifcc4*« 

5ccbrfe<fei» 0 L/T, r-ztm&isssmi 30 

CDWcteC^r, 7FUX1 ftSn CC « v 1394H* 1 1 * 
^LrSittSnrCiSSJBOdeviceJDi:, :T5ESSl<Dd 
evice_ID <y#^-S/g>y^ h tClBS tlTt^desnce 
_ID) r*S^S^47^-J-7^y (revocate7 5 9) t 

^ttstisi^tcasnrc^. ccD^dcctei^r^. 

TKl/Xl 7iS3©device_IDA75Sdevic^.lDC«:, ? 

^ (xEn) wtirasftrus (Jiffrmtte, yy9* 
TjsrjrtVtfis 1 CcRjestiri**) „ Ttttofc, c 

ft <E> CDdevI ce_IDA Ti^devi ce_IDC KSttfcT &££HK , 

[0 0 9 7 3 x-^tt^ff^S 1 3 0 (*fctttt©jg 
K. 7^ y3W»|ftStiT^ 4 device-ID (? 
^FiE^gCC*frL;T€>device_ID) JltfcT F 

ccftstirvi*. i3^TJ: ^ct\ TFUX 

6 WlfSi^ $ nr l * 5 devi ce_IDF tC*ft£T 4 S8B*^iE 

y^fflJDS *lte i * , if- *tt££ff 1 3 0 OCPU 
13 3«, H4CC^-rj:5CC. T FU^ecCtftftStlT 
Ci/cdev1ce_IDF^:, T F 4 CC^163-t±S 1 1 i> 
CC, 7FUX447 FUXSKHMftStiT^fcdeviceJE 
DE idevice_IDF^r, *tl-?ti7 i7KUX6 

[0 09 8 ] ate, ccrrtc^, nil 1 0 0 

41) <DmS (device_ID<i:^^^) *tMfrr&C£#r 

>^ 1 1 0 Jd^fii^ ti^ U ^^r- V 3 > V X F ^fflli 
T, S^S(Ddevice_ID^/c«CDT^l?mT€) i g^g 
<l»*(D»^ ^-^SKSSWKRBl 3 0 ) ocurcc 
fr*. nf@«±<DdeviceJD<b7 7^t&jtrtT4C<b^-c 
t^feCDiT^o CCT\ C©OT©7FUX^tft 
ffl^nn^W^ctel^T, Sr/c«:cOTCctSttr^*3S 

[o 09 9 3 w*.tf. i o ofi©3ia*ttttrs 

Ci*«r#SCDT*«*0. f(D7FU^17!jl7FU^ 

TFu^ioosrtt, ^^yjftsfrfjnsnrc^t^B 

^tB^g(Ddevice^ID$rA^L,, CtltirfcttflTBi 



(12) 
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fSSU TKU^l 27bSTFUXl 0 0CC«BWShT 
OfcSaS: lo-ro«t<9±tf£ (*ti?h7FU^l 1 

UX 1 0 0 OC. »fcttWS**»tt3*i*. 
[0100] */c. WiLtt. COCOTSJ^ttB**, §r 
fc&y#>-^a>yx hfcSttlKO. -^CD^CD device 

r % ^CCC, 'J^-^3>'J^ hCDdevice_ID£, ? 10 

[oioi]36«: % ccoccmtf, yvtrtfittlMStix 

^^mmx-utu^tcm^c^x , ccdcdt^wt 

y^-^a>UX KDdevice-ICfC*Si* v COrCD* 
eS^Ws6Ttf o fctl^g£>devi ce_IDr $> £ t % % 

20 Kcfc^r, ©s-fe>^ i i o©yjK^-5^a>ff 

J&SP1 1 114. ^iESSa©deviceLJD%^l//cy#^- 
*>a>yxh£fB&U J^C^T, Xr^7'S 2 0 2tt 
(,*r> flpttLfcy*K*-i 5/a>y*HC, »*i«FS!l«r 
fflJUT^o ^7*S 20 3-C, 5£ftSPl 1 2tt, BRI 
5>yr, y sK^r- 5/ a >ffilSS»l 1 1 CCA Off 
tt3ftfcy#*~^a>y* h*, 7>ftl 13^ 

[0103]*U, Xf"^S2 0 4K*Jlit, 7 s - 
#fifciH§MISgl 3 0©*a-:M 3 2tt, iI1 2 0 30 

1 3 l^r^Lr^ffr^o CPU1 3 3«, ^f^7'S2 

3 >yx Kevins tire* «iz>*i 10 

rti, ^S-fe>^l 1 0^6»f¥3tite&HWi 

£ £ $8 jBCD^SSSrStBT & C t ffiV # S i><0 1 

[0 1 0 4] ^f^S2 0 5K:*sC^ y tf^-v-a 40 

>y^h»jESttfeortta^ (Ttt*>%. i^g^fi 
■fe>^i i o©fe©rttteto <fcffl£3ftfc»^ cpu 
13 3tt, X^vV'S 2 o 6tcfcc*r ysKy-t/a>y 
X K4^iEtt*>©£ OrfflSIU J8!ffl*»7t5. — 

o<Dfc(Dr&£) iwjesft/cti^ xf77 , s207 

6Cji*, CPU13 3&4, V#^-J/a>'J^ h*KllB3 
ftn>S^IE^jE©device_ID<t, CDTt(3CDdev1ce_ID<b 
SJtKTS. CPUl 3 3tt, Xf 2 0 80C*jt^ 50 
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r, coninc. y^-^a>yxhfrc8ssnriiSdev 

1ce_ID<t £BrT & devi ce_ID##£T & ^5^**ljffi 
L/ . fcfo&T & devi ce_Irt4CCTP*i K U ft I > <t «1E L /c 

[0 1 0 5 ] Xf ^^S2 0 8CC*5t>r, y^-S/a 
> 'J X h &CIS3 nt l > & device_ID<£: ££fcT £ devi ce_ID 

*scDTttJ«:i¥aErsi*JS3n/cJ*^, ^S20 

9&Cjl<&, CPUl 3 3^, COrt3(7)Stlt,"r^)device_ID(C 

7^y«rftflnr5. tt^r, cpui3 3te, xf^s 

2 1 OtCfc^T, 1394^>£:7 x-X 1 3 8 &ffl'®L 
X, CUUp(D, V'yifWtfMZ ftn devi ce_ID§r, »J 
#^r— >a>y X b<b<h<MC, 1394^^11^0^ 

IKS tin* €>ftkcD^Sff sscc&fi- r & e 

[0106] §^{f£|g&4> Xf ? 7*S211 K&l* 

r. ^-^fiK^^ftssi 3 0<D7 7^«flnsn/cde 

vIce-IDi |/ 3 >'JX h£SfiU Xr-;^S 

2 1 2CC*5l^r, Sff L/cy^^r— >3>yxh^IE^ 
ttfcOrft^^S^spJS-rS. Xf>;7*S2 1 2CC*$ 

i>r, ■j^-^3> i jx h«iE^&<>cDr«&i* (*r 

^$n/cJS^, Xf^S2 1 3CC*Jt*T, ^©y^> 
[0 1 0 7 ] Xf-;7*S2 1 2^*51^, y^-^a 

>yxh*sjE^&*>©r*s<t*ij^sti/c»^ v xf7 
i/g>yx bccStftEur, ^n^ncocaro^^MSf 

*T^> (*tCST £ devi ce_JD&C 7 ^ ?*tttinT Z> ) . 

[0108] &L±<Dmmic jz o , i394^*x i i temmz 

ftx^&±x<Dm§:mgiS<Dcnrfr. mm-t>zi 10 

[0 1 0 9 ] #CC, W±4^^^./c±-C s H7S:#ML/ 

r, SIS^EtLr(DiM)^u-^nc*tL 
t s ^*-v^;i/ri>fc , ^-^2^67 :: -^cD{SicD^ 

■J* % Xf'^^S 3 0 1 JCfc^r, CVD^'U-^Hi, 
-y^;i/3>fcTa-^2<fc©parBffiffia (Wittf. n 

+ 114, /^-V^^3>fc-^-^2©device_ID?:A^ 
"r^>C<btC^:^> 0 X-r *?*S 3 0 2CC*jc*t. ^'-V^ 
2CDdevice_ID^^ a^Sfl'CDCDT^'Cy 
^ yaffil 5 tir C ^ devi ce_IDr^> 5 3 
tl % V^*;l/rJ>ejz — £2<Dctev1ce_ID7^ CDT^r 

y ? fifittm 3 ft n > * ©r * s <t «5£ 3 ft 4 
xf^7's 3 o 3tc4oC*r, [M)^*u-+n^ v ^*-v 

^3>e*-*2*?FiE*air*5iU. «HI4»7 

[0110] Xf^7'S3 0 2tC4ol*T. 

2CDdeviceJD^4, CDT^T7 v ^WJJD3 ft 
n^Sfc©rt4ttt*i*iJ5£3ft/cti^, Xf ^7'S30 
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it*. /<-v*-ib3>ea-*2^ $r*lcD^g-c£>£ 

(Tttfefc. ^*Q:S?rl3!ja>r?fo/cgjBr*S^) 
[0111] Xf77'S3 05tC*j(,iT. 

>fcr*-^2 3W»9a©saB"r*s era**, wre io 

y*S3 0 6^cii^, cmx/U— MM:. ^-y^j|/3> 
f :* - * 2 (DdGVi ce_II>l:amCiIJn-r ^> D CtlCC<fcO. 
■T- #fifcS!§fiiai 13 0tt, DVDT7* U 1 (DCDT&BFf 
SO^-fi^y-CS^ffll/cittC, 1394^X1 lCCgf 

fficmBtstittmm ^-y^i/n^e^ 

-#2) ^dev1ce_I[y£A^'r€>C<hr#^(D'C, F9x 
tt, ^C§Wo/c'J^-^ 3 >yx MC<fc9, CCD 
^-y^;l/3>bfa-*2 *CF jEiMT?* S C <t aqaJW 

1394^X 1 l{C«ttStiri»*#iS«<l»|l 20 

<^«-y^3>tf*-*2*|»<) cccti*»i6i** 
ciccj:0, ^-y^Jb3>t:»-*2t*jW9ccSf» 

[0 112] feUh<D<fc5(C0T, «3SS«KBtt % «9 
-fe>£ 1 1 0*>6»«3ftfcysK*-^H>»;x hCC*t 

[0 1 1 3] 0 8 tt % i7©Xf 77'S30 lT*fT3 

©Wcfai^rtt, y-x<burcDiM)^u-iri©EEPRo 

M2 7Ca*> If -tfX + - (servicejcey) <bhashR|% 
(F. G. H) *s*»Ett3ft"C(r»S. — ^>>^<t 
LTCD^— y^-JU3>fcTa — £ 2tt % -e<Ddevice_ID (I 
D) m ^>f-fe>X*— (license_key) , tecfctf, hashUfl 
tt (G. H) EEPRCW5 0CC*g«acc««FUrC^. 

-*2tt. £LSNb^t^ 0 Xf^'Sl 
12&C:te(,>T, 1394-Y>£:7 x-X4 9*fWtS!0T v £ 
/£L/c£L£*N bii fcCCB«BBfc*1394/'f* 1 1 £/rL 40 

tim)^u-+ i ^{rr£ 0 

[0114] DVD^U- + 1 Xfy 7*S 1 1 3CC*j 

u-'Mtt, xr^'si I4cc;tet>r, A-yt;b3 
>t^-^2CCMLT-eOdeviceJ[D?:5^T^o 
y^avf *-*2tt. xf^s l l stctoor, 
device_IDCDg*£§{f U ^<D*H£<b LT, Xf 
SI 16&Cte^T, EEPRCM5 OCCSBflkStiTl^ device 

jDSrSE^tHL/. *n*wD^u— nccaars. cn 
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CD devi ce_ID£ ^Ci #TC * 5 . 

[01 15] CM>:/U— + 1 tt 4 Xr^ 7'S 1 1 7 «1*5 

_IDSrSfIU Xt^7'S 1 1 8tt*$(,>r. ^SJ-CStT 
<fc5fc> -fr-tr**- (Kser) ZMtTZhashmm 

TS. kevedhashA 1 (A 2, A3) 

«£TShashBB»'A 1 tc, A 3 £iiffl*r £ C 

Kv= keyedhashF (Kser, ID) 

[0116] OMX/U—t* 1 tt, Xf ^7'S 1 1 

9r. SL*Na*£fifcU Xf ^S12 0T. SL»N 
a«r^-y^il/3>t»-ir 2CcaSftT4. y*vu 
n>fcTA-*2tt, Xf^^S 1 2 ira»Na*3« 

i>> x^vzfs i 2 2«:*st^T, ^ie^-r^tc, 5 

SLSfcNbfcateL/cf*-* (Naflslb) ^®ffiT€>C4CC 

R = keyedhashH ( K1 i c Na i Nb) 
[0 117] ^ L/tT, A- y^^3>tf a — *2tt, X 
T^7'S 1 2 3tC*JC»T v ^SU/c^-^R^DvD^U 

— MISHIT S. cms/ u— MO:, Xf^7'si2 

4t?, f-^R^fO, Xf-^'S 1 2 50C*5tvt\ 
Xt^ 7"S 1 1 8 r£iifc3ftfc<7 s -*Kv*«ti T^hash 
HttHCCSMS?*-* (NalNb) *J^l,T»&*i/cfl[ 

[0118]Xf^7'12 5tC*5l*T, H^«(y< & 

-^2«^F®IEfj:^(D<!:flS$tT^) . ~~f5, Xf^ 

^-^Kv^rgliT^hashMfSGtcaiBr-^ (Na 
II Nb) ^iSffl-T^Ci^.tO, glKab^r^ST^o 
Kab= keyedhashG (Kv, Nail Nb) 
[0 119]&*J, CCDilKab^, DVDyu-^l <h^- 

vt;^ > fa - * 2 (DPfl-c— B#9tycjBi> en^^-c^) 
€> 0 WIAtf, y-xi urcDDVD7"u-i- 1 cc, /^-v 
^;b=i>f ^-^2(Dffetc-»^<bL/rit?a»f f ^x>7 
*8B3*«»tt3tir(riSi»^ DVD^U— f 1 4^»m 
t 7 ^ X^^I3 4tDrarffll^n-2>g|3&s, £6tt£iJi££ 

[0 12 0]^CC, Xfy^S 1 2 7tCfc^T, DVD^ 

9 7'S 1 2 8 CCfcC^r , £lKab?:«lir®Kc* 
BS#{tLT, BSfftf^ (Bg^{b^) X*4rttr*. 
ftt*>%. ycSC*s*#Sn*. ttte, Enc(Bl. B 
2) Bl^rSlcbLT, B2^Bg^{b*r^C<!:?:7KO 

X = Enc (Kab, Kc) 
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[0121] *UC k tMX7"U--f 1 IS. V'S 1 

#2CCj£frr*. Xf^S 1 3 Ofcto^X. ^-V*- 

^{br'-^XfcSfiU Xf^S13 1t, 
X^-Klic^Ucb-r^hashM^GCC, iiiSr-^ (Nail 

Nb) «:aflarscitcj:o, giK'ab££$;-r£ 0 

K , ab=keyecfiashG (Klic, Na I Nb) 

[0122] f Ut, ^^^7*S 1 3 1 te*5l,>T % /S- 
V^;U3>t*zL-^2^, O^Tcfc 5 HK'ab 

iffl^-T^-^X^tS-^L/T, ^Kc^rff^o Dec 

(CI. C2) tt. Cl^iilt, C2^r«f1-^C 

Kc= Dec (K'ab, X) 

[0124]fU, EM^U-^lO^y-A^T 
2 0tt, Xf^S12HC*Jl^ SUfcN'a££j& 

Xf^ ?'S 1 3 3&C&t,>T, SL»N'a*^-V^l/ 
n > t: - £ 2 tciiff *T £ „ ^•-y^;l/=3>t*^-^2 
©5^>X7^-i/t6 2{t Xr7 7*S13 4t\ 
SUftN'aSrSfrT*. ^L/t, DVD^'U-^ 1 ©7 y-A 
^^72 0 £^*-y^^n>t^-^2(D^^-fe>^v 

6 2«, -en-en, xf-^'s 1 3 stxf^ 

sk= keyedhashH (Kc, N'a) 

[0 12 5]ft*j, -fer^a^t-^irS*^ V 

[0126] iC^t, W_h©*0sffir«, SSSff^B 

SI 3 0 5t SflLfc U 3 > V X h 

gmic&M-f 2> tlX I,* Z>t)K 'J^> 3 > 

y* ho^-^i^x^s^js^ iifira.* bfim< 

CD 2 h tih o 

(1) fit>$i 10^, 'j^-> 3 >yxh% 

( 2 ) 1 3 0?(DtIgl«, ¥ 
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[0127] fcfc, ±IB©*B<Djg**SltT'r*^ay 

7A$/dJ'J^->'3> , JXF«, IMf^X^, CD 
[0128] 

tm®( ( cm < SLx^< ^*t«8**»sstifc»i ©urn 

S^g«?f ©m 2 0Dlt«4fflS^gK:ffitt-f 5 J: 5 tc b tc 
20 or. «Wicc««L/rte<^»tt«*satSL/fe«B© 

device_ID£, ffi©£iaCCtt&#SC 

[0129] HM&ne (cctKCDtKffi^^S. 1 

3 «:ia«©it««ffli*& xum&a 1 4 ccgBMtoai 
sffsn/cyxhtciHsnTc^^sos-^ 

[0130] fftJ81 1 5CCE»(D«««fflS/X^A % » 

zftisxmmz tixmm 3 (omn^mmmom^i 
40 m^mm^-y^t LTiBtso. miotics 

[HffiODffim&Si?fl] 
50 T^T^n v *Hr&&,> 
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[02] cur©«fiEffil4*"rH-c*5. 
[03] H2©COTCC^Ode^c^ID*5iiJn3tifcfil- : F- 

[06] 05&C£S<0-C&& O 

[07] cVD^U-+lcc>«iS«:BiW"rS7U-^ + - 
hT&^o 10 
[08] B7©^f-^S30 I ©EffiE*fia%Bi?8'rS 

[0 9 ] t*^cDtt$g^VX^ACD^^i|4^*r^n 9 
^0-C&£ ft 

[01 0] 08CDDVD^U-+ 1 , ^-vt;^>ta 

[0in BH«ffli*«wrsiaT*5 D 
[012] BH^*lftW*s*^5>y* + -Fr* 

&o 20 
[013] node_unique_ILXD^ * -V v F 4t^T0"C^>* 
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* 5. 

[014] ffi©KiEiaaS:8il8'rS^-Y 5>^*+- h 
[015] •©BH«l*lftWr**-f h 
[016] tt©BH«iatlB9!r**-f + - h 

[017] f60sgaEjasS:Bi?H-r&^-f h 
[018] BW^fc«a«r«|B-r*^n 9 ^it^,^ 

1 DVTC/U — +>. 2 A— y^JU3>tTa — * ( 

3 jfiBfltTW 1 1 1394^^, 1 1 0 

mm^y*. 111 y#^-^ a >y^Fffts 

SP. 112 1 1 3 T>x^, 1 2 

0 UrM. 1 3 0 7 s - *ftiS»Mat. 1 3 l 
T>T-^, 132 13 3CPU 13 

4 EEPROM, 135 ^-Ff^^, 136 RO 
M, 137 RAH 1 3 8 1394-f 

1 3 9 



[01] 




revocation 






list 




a 








111 




i) 2 



132 H ^a-tto C= | ROM V136 
133 -4 



CPU 



134 HEEPROMk => kl39 M&'iX 
135 H HDD~l £^£ ^1394I^Fh -13B 



C=>j RAM H37 



DVD 



SIS 



2 


6 















"T" 

11 1394AX 
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Node_umque_JD 
8/<-f K 



08 : 00 ; 46 XX ; XX ; XX ; XX ; XX 



lEEEfng 
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ftm^- 1 1 - 2 05 3 0 5 
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[05] 



7 KL>X 


<tevic»_ID 


revocate "7-7? 
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2 
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C 


X 


4 
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5 


D 
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E 




n 







S201 



gr***d>WfflWiiitt. 



S2C2 



-^f 



[YES " 



S207 



CPU133tt. ¥V^5^JJlh*<&dev1ce IDfc 
C[JT4'g>device_ID € ifctfeT * ~ 



Sgflfi 



CPU13311, 



< 



B3*iT^*dev1ce_ _ 



S208 

1ce IDt V*2- 

y^fs ? / 



YES 



device_IDC7 7 ^fefflfl-f 3 



S209 



CPU133U, 7-7$Wfrffl*nTn* 



S210 



I 



4 
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1 - 2 0 5 3 0 5 



[06] 



17] 



JO £ n ^device IDt 



1S211 



% » S21 2 



YES 



S214 



S213 



T 



\ 7 5ya f 1^3ll^ nTl^doviceJDT&& ? 



INO 



S302 

FtNyes 



S303 



I _ 



YES 



_m 



l A* -»/t&X/t ' ^~»2gQdevtoe_I D g CDTlC&flO T & 



[08] 



EEPROM J 



(DVDru— V1) 



service-key & hash(F,G,H)| 



EEPROM 5g ank 



IP & iteenseL-key &. hash(G.H) | 



Nb 

^rv^SllB Kv-Keyedhash FIKserjD) 
^■r v ^S119 Na^Jtt 



ID 



?*S124 



fflj Ma 



?5fv7 S12S R-Keyodhash H(Kv.Na II Nb) ttS. ^J&lTfc 5157 
* -r ~j T 31 26 Kab- Keyed hash G(Kv.Na 1 1 Nb) 
a ^-y^ Si 27 Kc£j& 

3128 X-Enc<Kab.Kc) 



N'e 



*xy?S135 sk-Keye iha&h H(Kc,N' a) 



*x-y^S112 

^7 7^8118 



R-Keyedha&h H(Ktic,Na 1 1 Nb) 



*^?:/S130 

K" ab-Keyedhash G(KUc,Na 1 1 Nb) 

Kc-DecpC ab*) 
A? 6134 
*^-y -78136 
sk-Keyedhash H(Kc.N' a) 



[09] 



4 



6 

i__ 



DVD 



KB 



11 1394/<>l 



(18) 



mmW- 1 1 - 2 0 5 3 0 5 
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49 

H394l/Ffc=^ 



50 



iEEPROMt ^|c== rROMl 
42 



-J 

V 44 
C=> j CPU I L 



I/F 



43 

-51 l*iS/<X(PCI) 



P h 45 
h-46 
HDD h 47 



-11 1394/SX 



36 



-3SF*3©/<* 



=s | 1394I/F E =5 |c=> TCPLrh 31 
RAM K ^> 



C= jROMh 32 



35 H K7< ^1 c=> C=3 |«f£gK 34 

C=o fEEPROM| -37 



h-3 



26 



jl394IXF} C=o|k=^ | CPU} - 21 



RAM f c=^> 



25-H K7<?fc =S C^jSffgJ-24 

C=s [EEPROMh 27 



C= jRQMh -22 



-1 DVD-TU— f 



1 1 ] 



(CE) 1 



(PC) 



Dec(S) h" 61 




(19) 



1$Bfl¥ 1 1 - 2 0 5 3 0 5 
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source 

EEPROM 27 service_key & hash 



sink 



ID & licenstUcey -EEPROM 50 



IDS* 



ID 



ZzryrSB lk-hashaD||servlc8__kfiy) 
*x*:/S7 e-Enc0k.sk) 



fik* - Dec (license_key. e) 



[014] 



(DVD^U-iM) J 
source f 

| service_kBy & hash | 



EEPROM 27 

(/t-V^-;H3>ea-^2) 
sinkl 



8ink2 



IDg* 



|ID1 & ljcense_key1 k | ID2 & I)cense_key2 | 
^ EEPROM 50 1 C L ' 



ID1 



?*S15 ik1 - hash (ID1 || service_key) 
^■r^TSI? e1 - Enc (Ik1.sk) 



^77^ S13 



*-|*<rvysie 



_lDg&£ fikl'" Dec (lioense_key1 , ©1 ) 



^7 7^ S24ne 

*^?yS25 Ik2 - hash (ID2 II 8arvicfi_keyi 

Zt-j7S2B e2~Enc0k2.sk) 
*^v7S27| — 



ID2 



B2 



sk2* - 



EEPROM 37 



Ht-j^ S22 
Xy- 'jT B23 



* ^ -y 7" S28 



rS29 

> Dec (Hcenae_key2, e2) 



1 5 ] 



EEPROM 27 



<DVD7V-i»1) . 
source 

|service_key & hash) 



sinkl 



slnk2 



^ x ^ S48 
S47 



roe*, 

ID1 



ID1 & licensa_kBy1 L | ID2 & Hcense_key2 
^-EEPROM 50l * 



*:r v 7 S4B Bel - hash (ID1 1 1 aervfeejtey) 
*5- v 7 349 DC2 - hash (tD2 1 1 aervtce_key) 
*y"y7S50 ek£j& 
^ -r -y ^ S51 el -Enc (hl.sk) 
^ T- v ^ S52 e2 - Enc (lk2, alO 
*-r?:7S53 «- ID1 i| el 1 1 ID2 1 1 «2 

^v^v^r J 



ID2 



EEPROM 37 



*jr r,y S55 
6*1 ' - Dec (licenBe_Xey1 . e1 ) 



fc^x^y S56 



skZ 1 - Dec{ficense_key2, e2) 



(20) ftmW- 1 1-2 0 5 3 0 5 



1 6] 



sink 



EEPROM 27- service_kBy, hash, servtce_JD 



I ID & Ilcense_key1,2,3 —EEPROM 50 



_IDg3R, service_ID 



ID 



X^vrSBS Ik -hash (ID 1 1 ssrvice_key) 
Xf-v^SB? e-Encdk.sk) 



S88 



*<r??S82 



sk' - Dec (1ic8nse_key, e) 
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(OVD7U— VI) 
source 



sink 



EEPROM 27- servioejcey, hash. pRNG 



7f 7 7S104 



iDg* 



ID 



X5-vZf S105 H - hash (ID !l service_key) 
*x?7S107 e-skH-)pRNG(H) 



*x*:/S108 

pRNG : psaudo random 

generator 
G : confusion function 
G*-1 : inverse function 

of G 
(+) : bitwise xor 



ID, LK, UC , G, pRNG -EEPROM 50 



*7^7S102 



Xx7 7"S110 

sk'-e<+> GCUC) (+) pRNG(LK) 



II 8 ] 
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